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I. MUC DICK, YEU.CAU

1.1. Muc dich

- Trien khai va thirc hien co hieu qua Luat Phong, chong khung bo va cac van ban quy 
dinh cua phap luat ve phong, chbng khung b6. Danh gia dung thirc trang tinh hinh, ket qua 
trien khai thirc hien; kho khan, vuong mac, nguyen nhan va bai hoc kinh nghiem; bieu 
dirorng, khen thuong tap the, ca nhan co thanh tich xuat sic trong thirc hien nhiem vu.

- Bao dam an ninh, an toan; tang cuong kha nang dir phong, ung pho; kip thoi ngan 
chan va xu ly doi vcxi nhirng nguy co, hanh vi lien quan den khung b6 co the xay ra tai co 
quan, don vi thuoc nha truong.

- Nang cao nhan thuc, vai tro, trach nhiem cua co quan, don vi nha truong v£ cong tac 
phong, chong khung bo; tang cirong kha nang nhan biet cac hanh vi, phuong thuc, thu doan 
cua toi khung bo; nang cao hieu qua cong tac phong ngua, ngan chan, xu ly khi co tinh 
huong khung bo xay ra tai co quan, don vi, nha truong.

- Thong nhat cac noi dung, ke hoach va phuong phap trien khai cong tac phong, chong 
khung bo doi voi cac co quan, don vi, nha truong gop phan giu gin trat tu an toan xa hoi va 
bao ve an ninh quoc gia trong tinh hinh hien nay.

1.2. Yeu cau

- Quan triet day du, kip thoi cac van ban quy pham phap luat ve phong, chong khung 
bo; Chi thi so 25/2007/CT-TTg ngay 15 thang 11 nam 2007 cua Thu tuong Chinh phu ve 
cong tac phong, chdng khung b6 trong tinh hinh moi; Quy6t dinh so 1530/QD-TTg cua Thu 
tuong Chinh phu ban hanh k£ hoach trien khai thi hanh Luat Phong, chong khung b6.

- Trien khai, to chuc thuc hien cac noi dung chi dao cua Ban Chi dao phong, chong 
khung bo quoc gia; cac van ban huong dan cua Bo Cong an, Bo Quoc phong v£ cong tac 
phong chong khung bo voi phuong cham, nguyen tac phong ngua la chinh. Phoi hop chat 
che voi Ban chi dao phong, chong khung b6 quoc gia, Bo Cong an, Bo Qu6c phong trien 
khai thuc hien cac noi dung theo k8 hoach.

- Trien khai dong bo, nghiem tuc, phu hop voi dieu kien thuc te cua nha truong; bao 
dam tinh chu dong, linh boat trong viec phat hien, phong ngua va ung pho voi cac tinh
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huong khung bo co the xay ra; huy dong sir tham gia cua toan the vien chuc, ngiroi lao 
dong, sinh vien va phoi hop chat che voi cac cor quan chtrc nang co lien quan tren dia ban.

II. NOI DUNG
2.1. Cong tdc tuyen truyen, pho bien, quan triet va nang cao nhqn thuc doi v&i vien 

chile, ngwdi lao dong, gidng vien va sinh vien.

a) Muc tieu

Trang bi kien thuc co ban ve phong chong khung bo cho can bo, giang vien, giao vien, 
hoc sinh, sinh vien va ngiroi lao dong trong cac co quan, don vi nha truong.

b) Nhiem vu cu the

- Tuyen truyen, pho bien cac van ban quy pham phap nhu: Luat phong chong khung 
bo so 28/2013/QH13 ngay 12 thang 6 nam 2013 cua Quoc hoi; Nghi dinh so 07/2014/ND- 
CP ngay 27 thang 01 nam 2014 cua Chinh phu quy dinh to chuc, nhiem vu, quyen han va 
quan he phoi hop cua Ban Chi dao phong, chong khung bo cac cap; cac van ban ve cong 
tac phong, chong khung bo do Bo Cong an va Bo Quoc phong ban hanh.

- Quan triet ve chinh sach, phap luat cua Nha nude va tinh hinh, dien bien thuc te cua 
cong tac phong, chong khung bo o trong va ngoai nude, neu cao tinh than trach nhiem, canh
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giac, chu dong phat hien va thong bao kip thdi khi cd dau hieu boat dong khung bo xay ra 
tai co quan, don vi nha truong

- Thudng xuyen to chuc hoc tap quan triet cac Chi thi, Nghi quyet cua Dang ve tinh 
hinh, dien bien ve edng tac phong, chong khung bo tren the gidi, khu vuc va d Viet Nam; 
ludn giu vung pham chat chinh tri, vung vang, khdng dao dong trudc moi tinh huong.

2.2. Cong tdc phat hien, phong ngua vd ngdn chan

a) Muc tieu

Tang cudng kha nang nhan biet cac hanh vi, phuong thuc, thu doan cua toi pham 
khung bo; nang cao hieu qua cong tac phong ngua, ngan chan va xu ly khi cd tinh huong 
khung bo xay ra tai co quan, don vi nha truong.

»
b) Nhiem vu cu the

AA«Z A ' A^- Tuyen truyen, giao due ve cong tac phong, chong khung bo nham nang cao nhan 
thuc, trach nhiem, hieu qua trong cong tac phat hien, phong ngua ddi voi boat dong khung 
bo; khdng de xay ra khung bo, pha hoai la nhiem vu va muc tieu quan trong cua co quan, 
don vi, nha truong.

- Nam vung nhung noi dung co ban va thuc trang cong tac phong, chong khung bo, 
tren co so do van dung vao thuc tien de nang cao tinh than canh giac, y thuc trach nhiem 
trong phong, chong khung bo, dong thdi chu dong phoi hop kip thdi voi cac co quan, to 
chuc khac cd lien quan tren dia ban khi cd tinh huong khung bo xay ra.

- Nam tinh hinh, cap nhat cac vu, viec va cac thong tin chinh thong cua co quan cd 
tham quyen lien quan den boat dong khung bo trong nude cung nhu tren the gidi; kip thdi
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phat hien tir xa am miru, phircrng thirc, thu doan boat dong cua ca nhan, to chuc co lien quan 
d6n khung bo. Ket hop vdi co quan Cong an, co quan Quan sir dia phircrng tren dia ban de 
kip thoi ngan chan, vo hieu hoa am mini, y do boat dong khung bo va s&n sang umg pho voi 
moi tinh huong lien quan den khung bo co the xay ra.

- Trien khai va dinh huong kip thoi cong tac phong, chong khung bo, khong de cac 
the lire thu dich va cac phan tu xau lui dung, xuyen tac; dau tranh, vach tran am miru, boat 
dong khung bo.

- Tang cuong quan ly co so vat chat, thiet bi phuc vu cong tac, giang day; nam tinh 
hinh tu tuong, chinh tri cua can bo, giang vien, giao vien, hoc sinh sinh vien va ngudi lao 
dong de loai tru nhung nguyen nhan, dieu kien lam phat sinh boat dong khung bo.

- Xay dung ke hoach va to chuc tap huan cac noi dung lien quan den cong tac phong
z f # AAAZ5chong khung bo cua co quan, don vi nha truong theo noi dung tap huan ve cong tac phong, 

chong khung bo hang nam do Bo Giao due va Dao tao to chuc.
2.3. Cong tacphdi hffp trongphong chong khung bo
- Ban chi dao phong, chong killing bo cua nha truong thuong xuyen cap nhat tinh hinh, 

dien bien cong tac phong, chong khung bo trong nude, the gidi. Cd bien phap, giai phap 
trien khai trong toan truong ve cong tac phong, chong khung bo.

Z • A A A A A

- Thue hien phdi hop chat che vdi cac don vi chuc nang thuoc Bo Cong an, Bo Qudc
X 7 Aphong dong quan tren dia ban de xay dung va trien khai cac bien phap phong, chong khung 

bo phu hop vdi thuc tien.
- Khi cd tin bao be khung bo hoac nghi ngd tinh huong khung bo cd the xay ra tai co 

quan don vi nha truong can bao ngay cho Ban chi dao phong, chong khung bo cap tren va 
bao cao ve Ban Chi dao phong, chong khung bo cua Bo Giao due va Dao tao de phdi hop 
xu ly.

- Khi phat hien tinh huong khung bd cu the, cac don vi nha truong can phdi hop vdi 
Ban Chi dao phong, chong khung bo nha truong de dua ra cac bien phap xu ly phu hop vdi

z z z z

tinh hinh thuc te ddi vdi tinh huong khung bd.
2.4. Dir bao cac tinh huong khung bo co the xay ra
2.4.1. Tan edng vat ly true Hep vao ccr quan dun vi nha truung
a) Tinh huong
Mot nhdm khung bd cd vu trang (sir dung sung, dao, bom tu che...) xam nhap vao co 

quan, don vi nha truong de tan cong can bd, giang vien, giao vien, hoc sinh, sinh vien va 
ngudi lao dong nham gay thuong vong hang loat va tao hoang mang du luan.

b) Tinh huong gid dinh
Tan cong ban sung hoac danh bom tai cong co quan, don vi, nha truong, khu vuc 

phong lam viec, lop hoc, hoac trong cac sir kien dong ngudi nhu le khai giang, tot nghiep...
2.4.2. Bat cdc con tin
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a) Tinh huong

Mot nhom khung bo chiem giu mot khu virc trong co quan, don vi nha trirong bat can 
bo, giang vien, sinh vien hoac nguoi lao dong lam con tin de doi hoi cac yeu cau ve chinh 
sach, tai chinh hoac gay ap lire len chinh quyen.

b) Nguy co

So lirong Ion can bo, giang vien, sinh vien va ngiroi lao dong trong khong gian han 
che tao dieu kien cho viec kiem soat con tin. E)i6u nay co the keo dai then gian doi dau voi 
lire lirong chuc nang.

c) Tinh huong gid dinh

Chiem gitr phong hoc, hoi trirong, hoac phong lam viec sau do dien thoai cho ngiroi 
dung dau co quan, don vi, nha trirong, hoac quay video phat true tiep tren mang xa hoi de 
doi hoi yeu cau dap ung.

2.4.3 Tan cong vdo he thong thong mang truyen thong, internet cua co quan, don 
vi nha trirong

a) Tinh huong

Tin tac thuoc cac to chuc khung bo tan cong he thong mang internet, he thong hoc tap 
true tuyen, he thdng co co so du lieu cua can bo, giang vien, giao vien, hoc sinh, sinh vien 
hoac website cua co quan, don vi nha truong de danh cap thong tin, phat tan thong diep 
khung bo hoac lam gian doan boat dong tren mang internet, he thong hoc tap true tuyen.

b) Nguy co

Sir phu thuoc ngay cang Ion vao cong nghe trong giao due (hoc true tuyen, quan ly du 
lieu...) tao ra 16 hong an ninh mang de bi khai thac.

c) Tinh huong gid dinh

Phat tan ma doc de tan cong hoac lam te liet he thong thong tin cua co quan, don vi, 
nha truong hoac sir dung thong tin ca nhan cua can bo, giang vien, giao vien, hoc sinh, sinh 
vien de de doa, tong tien.

2.4.4. Tuyen truyen vd kich dong bqo luc hoc dirdng
r

a) Tinh huong
1 f A*AAA*ZA

Cac to chuc khung bo su dung mang xa hoi hoac cac kenh lien lac de loi keo, tuyen 
truyen tu tuong cue doan cho sinh vien, tu do kich dong cac hanh vi bao luc hoac tu to chuc 

z
tan cong trong truong hoc.

b) Nguy co

Sinh vien dac biet 6 do tuoi vi thanh nien, de bi anh huong boi tu tuong cue doan do 
thieu ky nang nhan dien thong tin xau doc.

c) Tinh huong gid dinh
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Mot nhom sinh vien bi loi keo tham gia pha hoai co so vat chat trirong hoc hoac tan 
cong ban be, giang vien duoi sir chi dao tir nhom khung bo ben ngoai.

1.4.5 Ddnh bom hoac sir dung chat nd.

a) Tinh huong
Dat bom tir ch& hoac chat no tai cac khu virc dong ngtroi trong co quan, don vi, nha 

truong nhtr phong hop, cang tin, san trirong hoac bai do xe de gay thiet hai Ion ve ngiroi va 
tai san

Phat hien vat th6 nghi bom tir ch$, ch4t no do doi tiromg khung bo dat hoac gui den co 
quan, don vi nha trirong.

b) Nguy co
Bom tir che hoac chat nd d§ che tao tir nguyen lieu thong thirong, kho phat hien neu 

khong co he thong kiem tra an ninh chat che.

c) Tinh huong gia dinh.

Bom tir che hoac chdt no phat no trong gid nghi trua, giai lao hoac gio tan hoc, khi co 
mat do ngirdi cao nhat.

2.4.6. Tan cong hoa hoc hoac sinh hoc

a) Tinh huong
f X A

Sir dung chat hoa hoc (nhu khi doc) hoac tac nhan sinh hoc (vi khuan, virus truyen 
nhiem) dd d£u doc khong khi, ngudn nude, hoac thirc pham trong khudn vien tnrdng hoc 
hoac thong qua thu, biru pham, biru kien, phuong tien giao thong van tai cd chua chat doc 
hoa hoc, tac nhan sinh hoc.

b) Nguy cu
Mac du phuc tap hon ve mat ky thuat, nhimg neu thanh edng, hau qua se cue ky 

nghiem trong do tdc do lay lan nhanh trong khong khi kin.

c) Tinh huong gid dinh
Phun khi doc trong phong lam viec, phong hoc hoac dau doc ngudn nude udng cua 

can bd, giang vien, giao vien, hoc sinh, sinh vien
r x X -X

2.4.7. Khung bo bang thong tin bia dat, quay nhieu

a) Tinh huong
Ddi tuong khung bd su dung email hoac goi dien thoai de doa khung bd, quay nhieu 

de doa an ninh nhSm vao tru sd lam viec co quan, don vi, nha trudng hoac true tiep la cha 
me cua hoc sinh, sinh vien

b) Nguy ccf
Gay hoang mang cho can bd, giang vien hoac cha me cua sinh vien nham muc dich 

lira dao, chiem doat tai san.
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c) Tinh huong gid dinh
- Doi tirong khung bo gui email den co quan, don vi, nha tnrong de doa danh bom, 

dat chat no hoac de doa khung bo bang chat doc Xyanua.
- Doi tuong khung bo gia la nhan vien cua benh vien dien thoai thong bao thong tin 

sai su that den cha me cua sinh vien (con bi cap cuu) yeu cau chuyen tien gap de dong vien 
phi

2.4.8. Ngodi ra con mot sd tinh huong co the xdy ra nhw san
• ' ’ •- Thong qua boat dong tai tro, tir thien: la tinh huong cac to chuc phi chinh phu nude 

ngoai loi dung dau tu, tai tro tren cac ITnh vuc nhu: y te, giao due dao tao, moi trudng, ung
XT T a'*z • z a z t a tpho bien doi khi hau, phat trien kinh te nham loi keo tham gia cac to chuc phan dong, khung 

bo.
- Thong qua phuong tien truyen thong xa hoi: la tinh huong doi tuong khung bo su 

dung cac phuong tien truyen thong xa hoi de gay so hai va lan truyen thong tin sai lech, 
gay anil huong tieu cue den co quan, don vi, nha trudng.

- Khung bo bing phuong tien bay khong ngudi lai: la tinh huong doi tuong khung bo 
su dung phuong tien bay khong ngudi lai de tha bom, khi doc hoac vi rut truyen nhiem vao 
khu vuc cua co quan, don vi cua nha trudng gay ra thiet hai nghiem trong den tinh mang, 
tai san.

III. To chirc thirc hien• •

- Trung tarn Giao due Qudc phdng va The chat chu tri, phoi hop vdi cac don vi trien
Z > Z Z Z • #

khai ke hoach nay dam bao dung yeu cau, tien do, chat luong va hieu qua. Phoi hop vdi
T Z ^Z

Phong To chuc - Hanh chinh tham muu kien toan Ban Chi dao phdng, chdng khung bo cua 
nha trudng, Ban Chi huy quan su, Doi dan quan tu ve. Xay dung ke hoach to chuc tap huan 
edng tac phdng, chdng khung bo cho toan the vien chuc, ngudi lao dong va sinh vien; theo 
doi, tong hop, bao cao ket qua thuc hien edng tac phdng chdng khung bd khi cd yeu cau; 
xay dung ke hoach bao ve co quan; xay dung phuong an phdng, chdng khung bd; du kien 
cac tinh huong gia dinh va each xu ly.

- Cac don vi true thudc, cac to chuc doan the day manli thong tin tuyen truyen ve edng 
tac phdng, chdng khung bd nham nang cao nhan thuc, trach nhiem cua vien chuc, ngudi 
lao dong va sinh vien. Trien khai ke hoach phdng, chdng khung bd tai don vi, to chuc doan 
the mot each cd hieu
Nai nhan:
-BGH;
- Cac don vj tiyc thuoc;
- Liru VT, P.CTCT. 
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